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ABSTRACT

A welcome but unintended consequence of recent state dis-
closure laws in the U.S. (most notably California SB 1386),
has been a continuous stream of privacy breaches reported in
the mass media. In this paper, we provide empirical analysis
of disclosed breaches for the period of 2005-2006 to better
understand what is happening in aggregate (overall patterns
and trends) beyond the often sensational individual cases
reported in the media. By processing raw data from the
best available sources, we have created an Internet-accessible
database that can be queried for breach statistics and a data
set that can be shared so that our analysis can be validated,
as well as enable future analysis by other researchers. The
statistical analysis we report here is a first step toward an-
swering the important and complex questions of why privacy
breaches are occurring and what may be the best practices
to prevent and mitigate their effects. Policy formulation to
address privacy breaches is already in process at the orga-
nization, state, and national levels largely driven by mass
media coverage — it is our hope decision-makers take the em-
pirical evidence we report here into consideration.

Categories and Subject Descriptors

C.2.0 [Computer-Communication Networks]: General—
Security and Protection; H.3.4 [Information Systems]: In-
formation Storage and Retrieval—Systems and Software; D.4.2
[Software|: Operating Systems—Storage Management
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1. INTRODUCTION

What do these trios of organizations have in common?
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1. Bank of America, Fidelity, and Bank of Bermuda

2. U.S. Departments of Agriculture, Treasury, and Veter-
ans Affairs

3. Verizon, T-Mobile, and AOL
4. Ford, Boeing, and JetBlue

5. the Medical Centers of University of Washington, Uni-
versity of Pittsburgh, and Delta Blood Bank

These trios represent a wide range within five of the eight
critical national infrastructures (in the U.S.) with disclosed
privacy breaches that have been reported in the mass me-
dia between 2005-2006 [2, 3, 15]: (1) banking and finance,
(2) government services, (3) telecommunications, (4) trans-
portation, and (5) emergency services. ! PrivacyRightsCle-
aringHouse reports a total of 90 million records containing
sensitive personal information have been compromised dur-
ing this period [1].

Risks from releasing private information in a breach are
twofold: (1) privacy risk and (2) identity theft fraud [14].
While the cost of personal information being revealed is spe-
cific to each individual and thus hard to quantify?, the cost
of identity theft fraud for individuals typically runs hundreds
of dollars and several years to clear their name and the cost
of identity theft fraud for organizations has been estimated
to be in the tens of billions of dollars [5].

This is a new problem because third parties now control
private data that used to be under an individual’s direct con-
trol — data that used to be controlled exclusively by individ-
uals physically within their own home — is now increasingly
stored by third parties with Internet operations that may or
may not invest in protecting private data [14]. For example,
personal mail, finances, shopping behavior, and work/leisure
activities that used to leave only physical traces that could

'PDD-63 identifies these eight critical infrastructures(s].
The critical infrastructures not represented in these trios are
(6) electric power, (7) oil and gas, and (8) water.

2For example, the cost of making private medical information
public is dependent on whether the person has a condition
he or she wants to remain secret or not. Thus the cost to an
individual for revealing private medical information may vary
from zero to lifetime career earnings for medical conditions
that, if exposed, could terminate a career.



be physically contained now leave Internet traces with third
parties.

The only reason we know about most privacy breaches are
new state laws mandating disclosure to affected parties of
incidents that release private data due to security compro-
mise. In the past, organizations did not notify affected par-
ties when their private data was compromised, leaving them
at risk for identity theft fraud often only to find out when
it was too late. New state disclosure laws allow individuals
to take proactive steps to safeguard their identities after a
compromise has occurred — thus returning control of private
data back to individuals.

Disclosure laws have done much more than giving individ-
uals notice, they have also improved protection by providing
metrics upon which to measure security where no metrics
existed before. However, since there are typically no pub-
lic disclosure requirements in state laws and disclosure laws
have not been actively enforced, reporting in the mass media
has been spotty and focused on the sensational rather than
insightful analysis.

The goal of this paper is to provide both comprehensive
and in-depth analysis of privacy breaches beyond mass media
reports by processing raw data from a combination of best
available sources for patterns and emerging trends. In previ-
ous work, we framed a storage security threat model which
organized potential attacks into categories along multiple di-
mensions [11]. In this work, we seek to understand the
risks from potential attacks by analyzing the mechanisms,
frequency, and impact of privacy breaches from empirical
data. While past experience may or may not be indicative of
future attacks, understanding vulnerabilities that are being
exploited in the current environment is an important start-
ing point for future improvement. Future attacks are unpre-
dictable, but known risks can be measured to serve as a foun-
dation for looking ahead. Due diligence dictates that security
investment to mitigate risks should be based on evidence;
otherwise it will expose the organization to continuing pri-
vacy breaches and liability from shareholder/customer /third-
party lawsuits [12].

The remainder of this paper is organized as follows: Sec-
tion 2 introduces the current privacy disclosure laws in the
U.S. (at the time of publication). Section 3 provides details
about the best available data sources we use in this inves-
tigation. Section 4 presents statistical processing results (in
multiple dimensions) describing the source data along with
analysis. Section 5 provides a brief overview of related work.
We end with a summary and future work in Section 6.

2. PRIVACY BREACH DISCLOSURE LAWS

In the U.S., 28 states have enacted privacy breach laws
(at time of publication), see Table 3 at the end of the paper.
These state laws are similar but may have different require-
ments for notice trigger, timing, content, and recipients [13].
While other federal laws® also require reporting of storage se-

3Federal laws relevant to reporting storage security status
include: Sarbanes-Oxley, Gramm-Leach-Bliley, and HIPAA.
For example, within Sarbanes-Oxley Law of 2002, Section
404 requires companies to document the effectiveness of in-
ternal controls/procedures and Section 409 requires real-time
disclosure of information that changes the financial condition
or operation of the company [4].

curity status of different various forms, these federal laws are
focused on compliance with financial requirements for com-
panies and non-profit organizations to federal regulators. In
contrast, when private information is compromised, privacy
breach state laws typically require only direct notification
between the third party organization with the compromise
and each affected individual without involvement from fed-
eral/state regulators or any level of law enforcement. Private
information is defined to be any of the following: social se-
curity numbers, drivers license number, bank account num-
bers, credit/debit card numbers, as well as any other personal
identifying information.

While the compromise of any individual identity has the
potential for fraud, it should be noted that experience in-
dicates only a percentage of compromised private data will
be involved in identity theft fraud. For example, criminal
investigators have found only 800 cases of fraud among the
163,000 identities exposed by the ChoicePoint privacy breach
in 2004 (less than 0.5%) [9]. Nearly all breach disclosure laws
provide an exemption if the personal data was encrypted at
the time of the compromise [13].

3. DATA SOURCES

Privacy breach disclosure laws are currently established
only in the United States and are not enacted in every state.
However, even in the growing number of states that have
such laws, disclosure reporting is only required between the
organization and the affected parties (employees, customers,
etc.) and there is no requirement for public reporting. As
a result, there is no comprehensive data source on privacy
breaches although there are several lists of breach incidents
actively maintained on websites [1, 3].

Potential costs to an organization for a privacy breach re-
ported in the mass media includes damage to reputation,
loss of current/future customers, liability from other state’s
laws, and possible lawsuits from shareholders/customers. In
the privacy breaches that have been disclosed, many were
reported in the mass media first before being disclosed; thus
leading one to infer that many privacy breaches required to
be disclosed by law are not being disclosed unless forced to
do so.*

No organization has been sued for not disclosing a privacy
breach they were required by law to disclose. However, sev-
eral organizations (particularly ChoicePoint) have been sued
for negligence by parties affected by privacy breaches that
were disclosed. This provides an additional economic incen-
tive not to disclose privacy breaches.

Since there is not a standard format for disclosures, infor-
mation that would be valuable for analysis is reported incon-
sistently and often not reported at all. In this paper, we have
attempted to provide the best available view of disclosed pri-
vacy breaches by merging data from the two leading sources
of privacy breaches: PrivacyRights.org [1] and Attrition.org
[2]. The time period of analysis is between January 1, 2005
and June 5, 2006.

PrivacyRights.org has 182 privacy breach incidents for this

4For example, ChoicePoint first disclosed its 2005 breach
only to California residents which had the first disclosure
law in the nation and later disclosed to residents in other
states and the District of Columbia, as new state laws were
enacted.
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set containing 219 breach reports for the time period and
then manually entered this data set into a database sys-
tem. This database containing disclosed privacy breaches
2005-2006 upon which our analysis is based is available for
query via the Internet at the following URL: url blinded for
WESII’06 peer review. To our knowledge, this is the most
comprehensive data set on disclosed privacy breaches and its
availability will both validate the results we report in this
paper as well as enable future work by other researchers.

4. ANALYSIS

In this section, we analyze the data obtained from the
two data source, and represent the data in various graphical
formats in order to communicate the essence of the data set
we have assembled. Unless otherwise noted, all values are
rounded to the nearest integer.

Table 1 shows an overview of the nature of the data we
analyzed. It shows the mean, median, standard deviation,
confidence interval, and high / low values for the number of
breach incidents and total records lost per month and per
incident, during the chosen time interval.

It is interesting to see the large standard deviations from
Table 1. This is because the data set contains two breach
incidents which were vastly larger than the others, making
the record size statistics highly skewed. The difference be-
tween the average values and the high values for record sizes
reflects this, resulting in the large standard deviation.

Figure 1: Reported privacy breach incidents by or-
ganization.

Fig. 1 and 2 show that educational institutions consti-
tuted the largest portion of reported security breaches. Out
of 219 reported cases, we find that 35% of the cases were re-
ported from educational institutions. Businesses accounted
for 25% of reports, followed by Medical organizations (11%) ,
State organizations (10%), and banks (10%). Now, the large
number of incidents from educational institutions can be ex-
plained in two ways: either the security considerations for
records are not strict, or educational institutions are more
likely to report breach incidents, even in absence of laws
mandating breach reporting.

In Fig.4, we show the percentage of total records lost for
each type of organization. While Fig. 1 shows that educa-
tional institutions reported the most breaches, they account
for only 2% of total records lost. The largest number of
records lost were from business institutions (35%), followed
by federal agencies (30%).

4.2 Type of Data

Fig. 5 shows the types of data items lost through breaches.
We categorized the type of records into the following cate-
gories: social security numbers (SSN), names and addresses
(NAA), credit card numbers (CCN), medical records (MED),
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Figure 3: Reported privacy records lost by organi-
zations.

account information (ACC), tax information (TAX), pass-
words (PASS), miscellaneous data (MISC), and unknown
records (UNK).

From the figure, we can see that, social security numbers
were by far the most common data stolen or lost. In 135
out of the 219 reported breaches (62%), SSN’s were lost or
stolen. This is understandable as social security numbers can
be used effectively in various identity theft activities. The
next most common type is name/address information, which
amounted to 96 entries (44%). followed by credit card num-
bers, 15%, unknown record types, 11%, and account num-
bers 10%. Note that in many cases, more than one data
types were among the lost/stolen records.

In Fig. 6, we look into the data type groups in the storage
breach incidents. It shows that social security numbers, or
a combination of social security numbers and name/address
information are the most commonly lost data items during a
storage breach incident. We also see that, in almost half of
the incidents, there was only a single data type lost (49.5%).
Similarly, 2 types of data records were lost in almost half of
the cases (49.5%). There were only 2 cases where the data
records included three or more types of data items.
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Figure 4: Reported privacy records lost by organi-
zation.
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Figure 5: Reported Breaches by Data Type.

4.3 Type of breach

Fig. 7 shows the breakdown of different types of breaches.
It shows that, 41% of the attacks occurred via external in-
trusion, implying a system breach or other type of malicious
attack by external entities. The next most common type of
breach was physical attack, covering 36% of total breaches.
By this, we imply cases where loss ortheft of media (tapes,
hard drives, portable drives) or hardware (laptops, comput-
ers) occurred. Out of these physical attacks, 73% happened
due to theft or loss of laptops or desktops, while the rest
of the 27% physical attacks happened due to loss of backup
tapes. Interestingly, many of these physical losses were due
to loss or theft of laptops or backup tapes, often from cars
or employee residences. These could perhaps be easily pre-
vented via strict security policies regarding transfer of data
to laptops, not allowing data to be taken to employee res-
idences, and mandatory encryption of all types of data in
transit. Data breach due to mis-configuration covered 12%
of total breaches; these are cases where the data records were
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inadvertently exposed on the web or via email. Insider at-
tacks by malicious insiders constitute 9% of the attacks, while
accidental data loss via offline methods (e.g. SSN printed on
mail labels) was the least of all — covering only 3% of total
breaches.

4.4 Times of breach

Here, Fig. 8 shows the breakdown of number of reported
breaches per month. Interestingly, the number of breaches
per month shows a periodicity — with a peak attained in June
2005 followed by a fall in October 2005, before peaking again
in February / March 2006. While there is no clear explana-
tion for this, a possibility is the lapse in security during the
end of the financial year.

Fig. 9 shows the percentage of number of records affected
per month. The figure shows two spikes - one in June 2005,
and the other in May 2006. The former refers to a breach
of CardSystems, resulting in loss of 40 million credit card
records. The latter is the recent breach of social security
numbers and other information of the U.S. Department of
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Figure 8: Breach incidents per month (Jan 2005-Jun
2006.
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Figure 9: Percentage of records lost per month (Jan
2005-Jun 2006.

Veterans Affairs. Fig. 10 shows corresponding spikes in av-
erage number of records lost per month on a log scale so
months with non-spike events are more visible. It also shows
th%t the average number of records/month is approximately
10°.

4.5 Breach Sizes

The appendix of this paper has four scatter diagrams to
better understand sizes. Fig. 11 is a scatter diagram of
record size lost by date and shows peak events in early sum-
mer and a continuous clustering at mid-levels throughout the
year.

Fig. 14 is a scatter diagram of record size lost by breach
type and clearly shows physical breaches have a higher ten-
dency than external breaches. Inside attacks are widely dis-
tributed while offline/online exposure are sparsely clustered
at mid-levels.

Fig. 12 is a scatter diagram of distribution of different
categories of data types throughout the time period.
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Figure 10: Number of records lost per month (log
scale), Jan 2005-Jun 2006.

Fig. 15 is a scatter diagram of record size lost per or-
ganization type and clearly shows education and businesses
similarly clustered with more events than other organiza-
tions although businesses has some high volume events with
no counterparts in educational organizations.

4.6 Case Study Across Organizational Types

The appendix of this paper has four sets of figures to com-
pare different characteristics of privacy breaches across the
top four different organization types in terms of number of
breaches: (1) educational, (2) businesses, (3) banks, and (4)
medical institutions.

Figs. 17-20 show reported breaches over the period of
study — while reported breaches for banks and medical in-
stitutions are relatively constant in volume, the reported
breaches for education and businesses is more cyclical re-
flecting the nature of their operations.

Figs. 21-24 show reported records lost per month — busi-
nesses peak to lose the most records while education has a
steady level on non-peak records lost (note Y-axis is not the
same between education and business).

Figs. 25-28 show reported breaches by breach type — while
banks and medical institutions are dominated by physical
breaches, businesses are relatively balanced between physi-
cal and external intrusions, and education is dominated by
external intrusions.

Figs. 29-32 show reported breaches per data type — while
education and banks are dominated by SSN breaches, busi-
nesses are dominated by credit card breaches, and medical
institutions are dominated by miscellaneous medical identi-
fiers. It must be noted that the data type in this category
is not mutually exclusive, multiple data types can be lost in
a single breach. The breach data type may be the closest
distinguishing characteristic for types of different organiza-
tions.

S. RELATED WORK

We are aware of only three related efforts to analyze pri-
vacy security breaches. First, in [15] the authors summarize

selected privacy security incidents reported in the press since
2000. At present [15] is limited in its analysis due to the
small set of incidents and biased sampling but the authors
state the report will be updated regularly so time will show
the value of this work.

In [15], it is claimed that almost half of the security breaches
occurred at institutions of higher education. Fig.2 shows that,
considering the number of breach incidents, educational in-
stitutions indeed are the most vulnerable to privacy breaches
(with 35% of total breaches). However, this does not take
into account the number of total records affected. Fig. 4
shows the fraction of total affected records to be the highest
in case of business entities (35%), while educational insti-
tutions account for only 3%. This is because, typically, the
number of records lost from an educational institutions is not
as high as that from business entities. [15] also claims that,
In 2005, a stolen computer (desktop, laptop, or hard drive)
was the cause of the security breach 20% of the time. Our
analysis in Fig. 7 shows that 36% of breaches were due to
such thefts which is a consistent although not exact result.

Second, from the State Government of California, [6] rec-
ommends best practices for organizations responsible for pro-
tecting personal information including making breach notifi-
cations to individuals. In addition to recommendations, [6]
also includes lessons learned from studying breach notifica-
tions in California.® It makes several claims based on experi-
ence of being the first state to have enacted a privacy breach
disclosure law in 2003. The report suggests more precautions
should be taken to prevent physical losses, the most preva-
lent form of privacy breach (53%) in California. As shown
in Fig. 7, the nationwide average for physical privacy breach
is 36%. Next, the report claims that in California, loss of
social security numbers are the most common type of data
breach at 85%). Fig. 5 shows the nationwide figure we report
is 61.64%, distantly followed by credit card numbers (15%),
name and address (10%), and account information (10%).
Thus our results are similar to both findings from the State
of California.

Third, [7] studies the impact of privacy breaches on stock
market valuation. The events used in [7] are limited to those
affecting publicly traded firms and include different types of
security incidents not limited to privacy breach disclosures.®
While firms are an important part, they are still only part of
the overall security breach picture. By excluding non-profit
organizations (e.g. universities, hospitals, etc) and govern-
ment agencies, and focusing on many different types of secu-
rity events (not just privacy breaches), the data analysis in
[7] cannot be compared directly to our work which focuses
exclusively on privacy breaches across all organizations.

6. SUMMARY

There is in progress a multi-level response to the privacy
breaches reported in the mass media. At the national level,
the U.S. Office of Management and Budget has issued recent
security directives that all Federal agencies encrypt classi-

SOf course this analysis is limited to the unique environment
within the State of California although many/most of the
businesses in question with privacy breach disclosures have
national presence.

Sthe [7] source data includes websites, mailing lists, news
feeds, and blogs and was not made publicly available.



fied /sensitive data on a laptop (or other handheld device),
implement two-factor authentication for all remote data ac-
cess, require remote or wireless users to re-authenticate af-
ter 30 minutes of inactivity, and the reporting of privacy
breaches within one hour.[10] At the State level, U.S. states
are either enacting a new law where there was no law pre-
viously or amending current laws with a variety of special
requirements. Lastly organizations are now labeling data
and protecting it with security solutions increasingly similar
to classified environments.

While personal data on networked devices will always be
subject to some risk, with investment the level of risk can
be managed. This work is only a start to preventing and
mitigating privacy breaches by analyzing and thus better un-
derstanding the demonstrated risks in the current environ-
ment January 2005 — June 2006. Recommending the type
and level security solutions should have direct relationship
to potential threats (threat modeling), probability of event
occurrence (empirical event data analysis), potential event
impact (empirical event data analysis) along with the trade-
offs and risk posture unique to different organizational en-
vironments. To do otherwise invites disaster in that chosen
security solutions may not match the actual threats resulting
in wasted investment, performance degradation, service de-
nial, civil/criminal liability, and continued data compromise.
We have carefully restrained ourselves from recommending
security solutions since that is a next study to build upon
this empirical event analysis.
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Figure 16: Scatter diagram for number of records lost by data type.
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States Start State Responsible Party Likelihood Best Prac-
Date Law of Harm | tices Re-
Threshold quired

(1) California 07/01/03 | SB 1386 | entities conducting business, sepa- | no yes
rate section for state agencies

(2) Arkansas 03/31/05 | SB 1167 | entities conducting business yes yes

(3) Georgia 05/06/05 | SB 230 data brokers only, excludes state | no no
agencies

(4) North Dakota | 06/01/05 | SB 2251 | entities conducting business no no

(5) Delaware 06/28/05 | HB 116 | entities conducting business no no

(6) Florida 07/01/05 | HB 481 | entities conducting business yes no

(6) Tennessee 07/01/05 | HB 2170 | “information holder” including | yes no
people, business, or state agency

(8) Washington 07/24/05 | SB 6043 | any person or business, plus state | yes no
agencies

(9) Texas 09/01/05 | SB 122 a person that conducts business no yes

(10) Nevada 12/01/05 | SB 347 data collectors, including all enti- | yes yes
ties and state agencies

(10) North Car- | 12/01/05 | SB 1048 | any person or state agency no no

olina

(12) New York 12/08/05 | SB 5827 | any person or business no no

(13) Connecticut | 01/01/06 | SB 650 any person that conducts business | yes no

(13) linois 01/01/06 | HB 1633 | data collectors, including all enti- | no no
ties and state agencies

(13) Louisiana 01/01/06 | SB 205 any person or agency yes no

(13) Minnesota 01/01/06 | HF 2121 | entities conducting business, sec- | no no
tion for state agencies

(13) New Jersey 01/01/06 | A4001 a business or public entity yes yes

(18) Maine 01/31/06 | LD 1671 | data brokers only, excludes state | no no
agencies

(19) Ohio 02/15/06 | HB 104 any person or state agency yes no

(20) Montana 03/01/06 | HB 732 | entities conducting business, plus | yes yes
special requirements for insurers

(20) Rhode Island | 03/01/06 | HB 6191 | any state agency or person, includ- | yes yes
ing all businesses]

(22) Wisconsin 03/31/06 | SB 164 entities conducting business no no

(23) Oklahoma 06/08/06 | HB 2357 | only state entities no no

(24) Indiana 06/30/06 | 503 person or government agency no no

(24) Pennsylvania | 06/30/06 | SB 712 any entity yes no

(26) Idaho 07/01/06 | 28-51- entities conducting business yes no

104
(27) Nebraska 07/13/06 | LB 876 entities conducting business yes no
(28) Colorado 09/01/06 | 6-1- entities conducting business yes no
7161a

(29) Arizona 12/31/06 | SB 1338 | entities conducting business yes yes

(30) Hawaii 01/01/07 | SB 2290 | entities conducting business no no

(30) Kansas 01/01/07 | SB 196 entities conducting business yes no

(30) New Hamp- | 01/01/07 | HB 1660 | entities conducting business yes no

shire

(30) Utah 01/01/07 | SB 69 entities conducting business yes no

(30) Vermont 01/01/07 | SB 284 entities conducting business no no

Table 3: Summary of State Laws for Privacy Breach Disclosures adapted from: (1) “State Laws Governing Security
Breach Notification”, Crowell Moring LLP, 01/25/06. http://www.crowell.com/; (2) “Security Breach Notice Legisla-
tion: Effective Dates, and Security Breach Notification Chart,” Perkins Cole Attorneys Al Gidari, Barry Reingold, and
Matt Staples; and (3) “Notice of Security Breach State Laws,” Consumer Union, June 27, 2006.



